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Abstract

This guide helps you in configuring Google Workspace with EventTracker to receive Google Workspace
events. Inthis guide, you will find the detailed procedures required for monitoring Google Workspace.

Scope

The configuration details in this guide are consistent with EventTrackerversion v9.2x or above and Google
Workspace.

Audience

Administrators, who are assigned the task to monitor and manage Google Workspace events using
EventTracker.
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1. Overview

This guide helps youin configuring Google Workspace (formerly known as Gsuite) with EventTrackerto
receive Google Workspace events. In this guide, you will find the detailed procedures required for
monitoring Google Workspace.

EventTracker helpsto monitor events from Google Workspace. Its dashboard, alerts, and reports will
help you to detectattacks and suspicious host and accounts.

EventTracker’s built-in knowledge pack enables you to gather business intelligence providing
increased security, performance, availability, and reliability of your systems.

Through alerts, knowledge base solutions, and reports, EventTracker helps you correct problems

long before adisastrous failure occurs.

2. Prerequisites

e EventTracker v9.x or above should be installed.

e Google Workspace should be configured.

e Adminpermission should be there for configuring Google Workspace API.
e Local admin permissions for the workstation.

e PowerShell 5.0 should be installed on the EventTracker Manager.

3. Integrating Google Workspace with EventTracker
3.1 Creating Google Workspace Application for API access

1. Loginto https://console.developers.google.com
2. Click on Select a Project dropdown.

API APIs & Services Dashboard

L Jashboard

©  Toviewthis page, select a project CREATE
m brary
mw  Library

Or  Credentials

3. A pop-up window that appears, clickon NEW PROJECT.
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Select a project E3 NEWPROJECT
Search projects and fokders
[
RECENT ALL
Name D
B Contoso.org o
CANCEL GPEN

4. Enter the Project Name.
5. Under Location, click on Browse and select the parent organization from the popped-up
window.

Q, Search folders

Name

Bicontoso.org o

SELECT CAMCEL

6. Click Create.
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= Google

New Project

You have 11 projects rernaining in your quota. Request an increase or delete
projects. Learn more

MANAGE QUOTAS

Project Name *
Eventtracker-Logger (2]

Project |ID: eventtracker-logger. It cannot be changed later. EDIT

Location*
B Contoso.org BROWSE

Parent arganization or folder

CREATE CANCEL

7. Select the newly created project from the dropdown menu.

Select a project [3  NEWPROJECT

r Search projects and folders
Q

RECENT ALL
Name 1o]
+/ & Eventtracker-Logger @ eventtracker-logger

CANCEL OPEN

8. Clickon Library or Enable APIS and Services to enable API.
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= Go gle e* Eventtracker-Logger v Q

API APIs & Services APls & Services -+ ENABLE APIS AND SERVICES

shboard

@  Youdon'thave any APIs available to use yet. To get started, click "Enable APIs and senvices" or go to the AP library

Or Credentials

9. Searchfor Admin SDK in search tab.

= Google o Eventiracker-Logger « Q

& Search Q,  admin sdk X
Filter by 2 results

CATEGDRY

9

Ceveloper tools (1)

© suits (1} Admin SDK Cloud Identity
Google Google

Security (1)
Admin 80K lets administrators of Easily manage users, devices, and
enterprise domains to view and apps from one console

manage resources like user,

10. Click Enable to enable Admin SDK API service for the app we created.

= Google 2% Eventtracker-Logger Q
& APl Library

Admin SDK

Goagle

Admin SDK lets administrators of enterprise domains to view and
manage resources like user,

ENABLE TRY THIS API 7

Type Overview

APl Eserices Adrin SDK lets administrators of enterprise domains to view and manage resources ik user, groups etc. It also

Last updated provides audit and usage reports of domain

1710719, 203 AM
About Google

Category

o St Google’s mission is to organize the werlds infermation and make it universally accessible and useful, Threugh
products and platforms like Search, Maps, Gmail, Android, Google Flay, Chrome and VouTubs, Google plays a

Service name meaningful role in the daily lives of billions of people.

admin.googleapis.com

Tutorials and documentation

Learn more (7

Terms of service

Ey using this product you agree to the terms and conditions of the following license(s): Google AFls Terms of
Service L7, Google Apps Admin APIs (7
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11. On the Menu in the right side, select APIs & Services and click on credentials to create
credentials for the app.

= Go gle e® Eventtracker-Logger v
g9
redentials -+ CREATE CREDENTIAL @ DELETE
APls & Services

By : Dashboard
¥ Support Lbray 3 compatible with this API

Credentials | 7tials or create new credentials visit Credentials in APls & Services
© 1AM & admin >
B Billing
"7 Google Maps >

12. Select OAuth consent screen.
Credentials

Cradamials OAuTh consant seree Comain verification

About the consent screen

Our users whois
& and what kind of

Application type
Public
Any Google Accountoan grunt socess io the sco pes requined by this epp

&) Imemal

r OrgAnIation oan grant acoses o the scapes

[Application name
The numse of theapp ssking for consent

FPowarghall-logger

Application logo
An image 0 the consent sereen that will help users recogn e yourapp

Browse

Suppartemnas
Shown on theconsent screen for user suppon

Scapes fur GangleAPls
Scopes alow pleatian e

fyouadda
Googlwily

amai

13. Select Application type to Internal.
14. Enter Application name.
15. Under Scopes for Google APIs, click Add scope.
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Add scope

Scopes are used to grant an application different levels of access on behalf of the end user. Learn more about OAuth 2.0
Only scopes for enabled AFIs are listed.

v APl A Scope Description

email View your email address

profile View your basic prefile info

openid Know wheo you are on Google
v a Admin SCK ../auth/admin.reports.audit.readonly View audit reports for your G Suite domain
% a Admin SDK fauth/admin.reports.usage.readenly View usage reports for your G Suite domain

Cannct find a scope? Only scopes for enabled APIs are listed above. To add a missing scope please visit the Google AP
Library to find and enable the APl you would like to use before returning to add scopes, or manually paste your scopes.

CANCEL ADD

16. Select the Admin SDK.

e ./auth/admin.reports.audit.readonly and
e ./auth/admin.reports.usage.readonly

17. Click ADD to save.
18. Click Save from the oAuth consent page.

Authorized domains
To protect vou and vour ueste, Google only allowe applicatione that authenticate ueing
0Auth to ues Authorized Domaine. ¥ourapplications’ links must be hosted on Authorized
Domaine. Learn more
example.com
Type in the domain and prese Enterto add it
Application Homepage link
Shown on the consent ecrezn. Must be hosted on an Authorzed Domain.

hitps:ff or https

Application Privacy Policy link
Shown on theconesnt eoveen. Must be hosted onan Authorized Domain.

https:ff or httpdd

Application Terms of Serrice link
Shown on theconesnt eoveen. Must be hosted onan Authorized Domain.

https:/f or httpdf
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19. After App credentials are created, click on the project name to see the Client Id and Client
secret as shown inthe images below.

Origins and redirect domaine must be added 1o the list of Authorzed Domaina in the 0Auth consent settings

Authorized JavaScript origins

For usa with requaste from a brawssr. This is the origin URI of the clentapplication. Itcan'tcontain a wideard

% aocample.cam) or a path (hitpeJeaample com/subdi), you're using a nonstandard port you must inchide

Type in the domain and pross Enter toadd #

Authorized redirect URIs
For use with

requests Fom a wab server, This is the path in your application that users sre red rectad 1o after they have

suthe with Google. The path will be append

wih the authorzation code for access. Must havea protocol
Cannotcontain URL fragmente or relative pathe, Cannot be s public IP ad dress

host:5432

http://loca

Type n the domain and

Cancel

ss Entertoadd 2

20. Enter Redirect URI as http://localhost:5432.
21. Copy the Client ID, Client Secret, and the redirect URIs which we will use in our
EventTracker Google Workspace Integration.

© Copyright Netsurion. All Rights Reserved. 10
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DAUh 20 clignt1Ds
— i — —— ® sue

& Client ID for Web application ¥ DOWNLOAD JSON C RESET SECRET @ DELETE
Client1D ZwerefihEadfdfidfiek541er1 sdf33412dfsg apps.googleusercontant. com
Clientaceat sdfsdathjebdfuanfkuueadfd
Creation date R R

Name

| Eventtrackertogged ]

Restrictions

Enser JavaSeript arigine, red rect URls, or both Learn Maore
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3.2 Integrating Google Workspace to EventTracker

Note: Integratorversion:3.0.1

1. Downloadthe Google Workspace Integrator on EventTracker manager/EventTrackeragent
machine from below link:
https://downloads.eventtracker.com/kp-integrator/ETS GoogleWorkspace Integrator.exe
2. Runthe downloaded ETS_GoogleWorkspace_Integrator.exe. Integration window will open.
Provide your Organisation name which will getdisplayed underthe EventTracker manager.
To check the Integratorversion, go to Help > About. Make sure you are using the latest version of
integrator.
5. Provide the Clientld, API Key (Client Secret) which we got from Google app.

> ow

Note: Latest integratorversionis 3.0.1

- Google Workspace Integrator - pe |
[ Heip |

(@ About

M How-To Guide

Organisation \

Clientld |

Client Secret ‘

Cancel |

NOTE: Make sure Clientld and Client secret provided in the integrator is correct. If any of them are wrong,
close the Integratorand run again.

6. It will openatab asking forcredentials.

G Sign in with Google

Signin

to continue to Et-logger

Email or phone

Forgot email?

Create account m

English (United Kingdom) ~ Help Privacy Terms

© Copyright Netsurion. All Rights Reserved. 11
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7. Sign-in with the userwho has privilege to access the admin reports.
8. Enteryourpassword.

& Sign in with Google

To continue, first verify that it's you

Enter your password

[] show password

Forgot password? m

English (United Kingdom) -~ Help Privacy Terms

9. Click Allowto authorize the app which we created.

p Sign in — Google accounts x | +

C & https://accounts.google.com/signin/oauth/consent?authuser=0&part...  7g 5=

G sign in with Google

Et-logger wants to access your
Google Account

Q i
This will allow Et-logger to:

@®  View audit reports for your G Suite domain ®

@  View usage reports for your G Suite domain @

Make sure that you trust Et-logger

You may be sharing sensitive info with this site or app. Find
out how Et-logger will handle your data by reviewing its
terms of service and privacy policies. You can always see
or remove access in your Google Account

Find out about the risks

caneel m

English {United Kingdom) ~ Help Privacy Terms

© Copyright Netsurion. All Rights Reserved. 12
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10. A message window will pop up stating Credentials are validated successfully. Click OK.

ﬂ :'!".'1 ril valdated uie :'-|l..”:|
Lo |

11. Click Finishonthe Google Workspace Integratorto complete the integration.

Google Workspace Integrator - x
Help

Organisation |ET

T

r
=
Cllﬁ'l[ Id!'\.ul.'\.u.r-u\.uu"ﬂ'-—uaa- A g A R B e

Client Secrath oo 2oLt To o=

Get Authonization Code

‘ Finish | Cancel |

4. EventTracker Knowledge Pack
Afterlogs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following knowledge packs are available in EventTrackerto support Google Workspace.

4.1 Category

e Google Workspace: Suspicious Login - This category provides information related to any suspicious
login detected in Google Workspace.

e Google Workspace: Login Activity — This category provides information related to all the login and
logout activities performed by usersin Google Workspace.

e Google Workspace: Mobile Activity — This category provides information related to mobile activities
performed by usersin Google Workspace.

e Google Workspace: Token Activity — This category provides information related to auth token logins
detectedin Google Workspace.

© Copyright Netsurion. All Rights Reserved. 13
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e Google Workspace: Admin Activity — This category provides information related to all the admin
activities such as user creation, email search, alert views etc.

e Google Workspace: Login Success — This category provides information related to all the successful
logins detected in Google Workspace.

e Google Workspace: Login Failure — This category provides information related to all the login failure
detectedin Google Workspace.

4.2 Alert
e Google Workspace: Login Failure - This alert is generated whenany login failure is detected in Google
Workspace.

e Google Workspace: Suspicious Login — This alert is generated when any suspicious login is detected
in Google Workspace.

4.3 Report

e Google Workspace: Admin Activities- This report gives the information about the admin activities
performed such as user creation, email log search, google chrome, hangout activities, etc. Reports
contains IP address, username, customer ID, log type and other fields which will be helpfulforfurther
investigation.

Eventid  Computer EventSource  EventDescription Application Name ~ User Type  CustomerID  src user name Log type Source IP Address
(4/08/2020 02:36:36 PM 3230 SECINTELKP@NTPLxoox | Gsuite kind = admin#reports#activity |admin USER  |CO2ab3xxh  |qurmukh@secintelkp. |[EMAIL_SETTING |182.74.xxx.xxx
XX id= com S
04/08/2020 02:36:36 PM 3230 SECINTELKP@NTPLxxxxx | Gsuite kind = admin#reports#activity [admin USER  |C02ab3xxh  |qurmukh@secintelkp. [EMAIL_SETTING |182.74.xxx.xxx
XX id= com S
04/08/2020 02:36:36 PM {3230 SECINTELKP@NTPLxxocx | Gsuite kind = admin#reports#activity [admin USER  |C02ab3xxh  |qurmukh@secintelkp. [ALERT_CENTER |103.5.xxx.xx
XX id= com

e Google Workspace: Mobile Activities - This report gives the information about allthe mobile activities
such as device application change, OS update, device compliance status, device action, device
ownership, device settings change etc. Reports contains user email, device ID, device type, device
events, etc. which can be used for furtherinvestigation.

LogTime Eventid  Computer EventSource EventDescription ApplicationName ~ UserType CustomerID  Device ID Device Type  src user name

04/08/2020 02:36:28 PM 3230 SECINTELKP@NTPLxoooox | Gsuite kind = admin#reports#activity mobile USER C02ab3xxh 312d6363cecs6f5e  |ANDROD kritka@secintelkp.com
d=

04/08/2020 02:36:28 PM 3230 SECINTELKP@NTPLxooooxx | Gsuite kind = admin#reports#activity mobile USER C02ab3xxh 312d6363cecS6f5e | ANDROD kritika@secintelkp.com
id=

04/08/2020 02:36:28 PM 3230 SECINTELKP@NTPLoooooo | Gsuite kind = admin#reports#activity mobile USER C02ab3xxh 3 565 ANDROID it i com
id=

e Google Workspace: Token Activities— This report gives information about all the OAuth token audit
activity events like authorize and revoke. Reports contains IP address, application name which used
the token, action as authorize or revoke and other useful details for furtherinvestigation.

© Copyright Netsurion. All Rights Reserved. 14
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Computer EventSource EventDescription Application Name Client Type CustomerID  srcuser name Log type

04/08/2020 02:36:28 PM 3230 SECINTELKP@NTPLxooo000 Gsute kind = admin#reports#activty  Powershel-ogger C02ab3xxh qurmukh@secintelkp.com  authorize
id=

04/08/2020 02:36:28 PM 320 SECINTELKP@NTPLooooooo: Gsuite kind = admin#reports#activity  PowershelHogger token WEB C02ab3xxh qurmukh@secintelkp.com  authorize
id=

04/08/2020 02:36:28 PM 3230 SECINTELKP@NTPLxooo000 Gsute kind = admin#reports#activty  Cloudready Free token NATIVE_APPLICATION  C02ab3xxh kriika@secintelkp.com  authorize
id=

e Google Workspace: Login and Logout Activities — This report gives information about allthe login and
logout activities detected in Google Workspace. Report contains IP address, username, action as
logout, successful login or login failure, logon type and if the login is suspicious, and other useful

information.

Computer EventSource  EventDescription Application Name ~ CustomerID  src user name Source IP Address  Suspicious login

0410872020 02:36:26 P 3230 SECINTELKP@NTPLoooooxx —— Gsute kind = adminreports#activty login C02ab3xxh qurmukh@secintekp.com 182,74 0000 False

id=
i
0410812020 02:36:27 P 3230 SECINTELKP@NTPLoooo0x — Gsute kind = adminreports#activity login C02ab3xh qurmukh@secintelkp.com  182.74 0000 False

id=
iMIOBIZDZMZ:B&NPM 3230 SECINTELKP@NTPLoooooox—— Gsute kind = adminreports#activiy login C02ab3oh  kritka@secitelp.com False

id=

182,74 00000¢

e Google Workspace: Login Failure - This report gives information regarding all the login failures

detectedin Google Workspace. Reports contains IP address, logon type, username, and other useful
information for furtheranalysis.

EventSource  EventDescription Application Name CustomerID  srcuser name Source IP Address Logon type Login action
04/08/2020 02:36:27 PM {3230 SECINTELKP@NTPLyxx |Gsuite kind = admin#reports#actiity (login C02ab3xxh  |gurmukh@secintelkp.co|182.74.xxxx  |google_password  (login_failure
X0 id= m
04/08/2020 02:36:27 PM {3230 SECINTELKP@NTPLxxx | Gsuite kind = adminfireports#actiity |login C02ab3xxh  |kiitika@secintelkp.com |182.74.xxxx |qoogle_password  (login_failure
X0 id=
04/08/2020 02:36:27 PM {3230 SECINTELKP@NTPLxxx |Gsuite kind = adminfireports#activity |login C02ab3xxh  [kitika@secintelkp.com |182.74.xxxx |google_password (login_failure
XXX id=

Logs Considered
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4.4 Dashboards

e Google Workspace: Login and Logout Events

Google Workspace: Login and Logout Events -
Series: src_user_name
60
40
20
O
aot® 5" o
.\\\-‘\\ ._0'\ =
o T <
Status
john@contoso.org mark@contoso.or
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e Google Workspace: Suspicious Login Activity

Google Workspace: Suspicious Login Activity

Series: src_user_name
10

A

e A

A2 ,A\_I.{’
~ 1™

Q> 2 A= <

Source IP Address

john@contoso.org mark@contoso.or

e Google Workspace: Login Per Day

Google Workspace: Login Per Day

o
o

40

30

n
o

o A <
o\ Q= ¥ QO ?
Dy

5 Qi o

\O \1
bl a°

G @ 1O
0 QM Nl QR

e Google Workspace: Admin Audit by Activity
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Google Workspace: Admin Audit by Activity ?
3
3
2
<
1
0
o ot o
X _L"\\ e » A 09 2 W 2
L\\e: I e B.‘\\' o
Action
e Google Workspace: Login Type Details
Google Workspace: Login Type Details
ogon_type: google_password logon_type: exchange
§
john@contoso.org [ mark@contoso.or john@contoso.org I mark@contoso.or

e Google Workspace: UserLogin by Geo-Location

© Copyright Netsurion. All Rights Reserved. 18
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Google Workspace: User Login by Geo-Location

e Google Workspace: Auth Token Usage by User Details

Google Workspace: Auth Token Usage by User Details

Series: src_user_name

40
20
0
) ; 20
% 3\\\\ e 20° &
-4 - -4 -
\\7-"\\ (\7"\\ £

Application Name

jochn@contoso.org mark@contoso.or

5. Importing Google Workspace knowledge pack into
EventTracker

NOTE: Import knowledge packitemsin the following sequence:

e Category
e Alert
e Knowledge Object

© Copyright Netsurion. All Rights Reserved. 19
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e Report
e Dashboard

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

EventTracker Control Panel

— a -
EventTracker:: ;

Eé, B~

B £°

) - 1
EventVault Diagnostics Licensc Export Import Append
Manager Utillity Archives

EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi__ Manageme... Configuration

e -
Change Audit About

EventTracker

E-mail: support@Event Tracker.com

3. Click the Import tab.

5.1 Category
1. Click Category option, andthen click the Browsel=| button.

I Export Import Utility = '='-
Export | Import

1. Provide the path and file name of the Categories file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
) Fitters
2 Metts

() Systems and Groups el

(O Token Value
O Reports

() Behavior Comelation

Import | | Close

2. Locate Category_Google Workspace.iscatfile, and then click the Open button.
3. Toimport categories, click the Import button.

© Copyright Netsurion. All Rights Reserved. 20
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EventTrackerdisplays success message.

Export Import Utility -

o Selected category details are imported successfully.

4. Click OK, and thenclick the Close button.

5.2 Alert
1. Click Alertoption, and then click the BrowselIl button.

' Export Import Utility = I='-
Export | Import

1. Provide the path and flle name of the Alets file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Cptions Location
) Category Import E-mail settings
Set Active
) Fitters = This setting is applicable only for imports from Legacy (vEx)

Orly i notifications set Alert files. For v7, the active status will be set based on

) By default "Active” key available in the corfiguration section.

() Systems and Groups Watchlist Configuration
Import Watchlist configuration

(@]

L Thig setting is applicable only for alerts which have Advanced watchlist configured.

B Mote: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

(O Behavior Comelation

Source :

“isalt |ﬁ|

Import | | Close |

2. Locate Alert_Google Workspace.isaltfile, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTrackerdisplays success message.

Export Import Utility -

o Selected alert configurations are imported successfully.

4. Click OK, andthenclick Close.

© Copyright Netsurion. All Rights Reserved. 21
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5.3 Knowledge Object

1. Click Knowledge objects under Admin optionin the EventTracker manager page.

—
= EventTracker: A | admin
UM Home E:— Active Watch Lists [E] Collection Master [ Group Management [ systems & /Dashb
Q A\ Nerts @ Carrelation Q IP Lookup Configuration ,‘57‘ Users
1 @ Behavior Correlation Rules m Diagnostics {. Knowledge Objects :'[% Weights
E .
@ Behavior Correlation Settings ‘7] Event Filters m Manager [ Windows Agent Config
&ﬂi':l'al qw'::;ﬂimmm :JI;E;?}??;SNﬂg :_] Casebook Configuration [_'] Eventvault CF Parsing Rules
n|: Category [&] FAQConfiguration ‘-?. Repaort Settings
Attacker = News

Knowledge Objects #/ Adnin  knowledge Objects

! =
Q Q Adivate Now oneas@® 7| £,

=

EventTracker

3. Click on Browse.

Import

Close

4. Locate the file named KO_Google Workspace.etko.

5. Selectthe check boxand then click on ¥ Import option.

© Copyright Netsurion. All Rights Reserved. 22
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wl Otsject name Applies to Group name
i Googht Warksna: Googh: Warkspa: Boogk Workspa:

6. Knowledge objectsare nowimported successfully.

File imported successfully.

5.4 Report

1. Click Reports option and select New (*.etcrx) option.

iy Export Import Utility = '='-
Export | Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.
2. Click the Import button
MNote : If reportis) contains template. first import template and proceed with exportimport utility.

Options Location

) Categony
) Fiters

() Systems and Groups
“issch

O Token Value

® Reports

) Behavior Comelation

2. Locate the file named Reports_ Google Workspace.etcrxand select the check box.

© Copyright Netsurion. All Rights Reserved. 23
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'; Reports Import

Note : F report(s) contains template, first import template and proceed with report import process.

Select file ‘\\152.168‘1.7\Everledcer KP\Securtty Intelligence Team\Kritika\Product KP\Gsuite\Configuration‘\Reports_Google Workspace etenc ‘ | Select file |

Available reports — :

Title | | F Show al . Q| Qa
O Thtile Sites Groups Systems
[J |EDIT | Google Workspace- Login and Logout... | R1S5-VM30 Undefined
[] |EDIT |Google Workspace- Login Failure R1S5VM30 Undefined
[0 EDIT Google Workspace- Mobile Activities R155-VM30 Undefined
[ | EDIT |Google Workspace- Token logs R155:VM320 Undefined

< >

Note: Set run time option is not applicable for Defined Reports and Hourly Reports
Set run time for report(s) from EAM v atinterval of Izllil'llﬂ Set @

Replace | [to | || Replace | | Assonsystems |

—
Note: Make sure that Stte(s), Group(s) and System(s) selections are valid. ‘

3. Click the Import 4 puttonto importthe report. EventTracker displays success message.

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE: Below steps given are specific to EventTracker9 and later.

1. OpenEventTrackerin browserand logon.

Hame

My Dashboard

1

Threats

Indicators of Compromise

Incidents . EL L _
ntry poant USE activities, Mew or software install B

Beha relation

Change Audit

Compliance

2. Navigate to My Dashboard option as shown above.
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3. Click on the Import ¥ button as show below:

EventTrackers: & nine Toois- @ cradmin -

My Dashboard % / Dashboard / My Dashboard

[OXCECE 30 ® 0

4. |mportdashboard file Dashboard_Google Workspace.etwd and select Select All checkbox.
5. Click on Import as shown below:

Note: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All
Google Workspace: Login a... Google Workspace: Suspici...
Google Workspace: Admin A Google Workspace: Login P..
Google Workspace: Login T... Google Workspace: Admin A...

Google Workspace: Auth To.. Google Workspace: User Lo...

6. Importis now completed successfully.

Selected dashlets imported successfully.

7. In My Dashboard page select ® to add dashboard.

My Dashboard { Dashboard / My Dashboal

[BleerrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose appropriate name for Title and Description. Click Save.
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Google Workspace

Description

Google Workspace

Save te Cancel

9. In My Dashboard page select @ to add dashlets.

& / Dashboard / My Dashboal

My Dashboard
@Z@n £ T O

CheckPoint Trend Micr... Microsoft ...

10. Selectimported dashletsand click Add.

Customize dashlets
Google Q

Google Workspace: Admin Acti... Google Workspace: Admin Audi... Google Workspace: Auth Token ... Google Workspace: Login and L...

Google Workspace: Login Per D... Google Workspace: Login Type ... Google Workspace: Suspicious ... Google Workspace: User Login ...

Add Delete Close

6. Verifying Google Workspace knowledge packin EventTracker

6.1 Category
1. Logon to EventTracker.
2. Click Admindropdown, andthen click Category.

4 Admin~  Tools=

— EventTrackers

n Home §— Active Watch Lists [ Collection Master [ Group Management [ systems & /Dashi
a A\ Alerts @ Correlation Q IP Lookup Configuration ,Z{ Users
1 (&) Behavior Correlation Rules Y Diagnostics G Knowledge Objects A weights
"a Behavior Correlation Settings 2! Event Filters [&] Manager ] Windows Agent Config
mf:fi"" q"‘::ﬂ'(mm,mwwm Lgfii‘f;mﬂiﬁ £7] Casebook Configuration [2] Eventvault () Parsing Rules
@) FAQ Configuration &7 Report Settings
- News

Attacker

3. In Category Tree to view imported category, scroll down and expand Google Workspace group

folderto view the imported category.
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Category

Category Tree Search
ﬂ B Google Workspace

: E] Google Workspace- Admin activity
E] Google Workspace- Login activity
: E] Google Workspace- Legin Failure
: E] Google Workspace- Login Success
E] Google Workspace- Mobile Activity
E] Google Workspace- Token activity

. E] Google Workspace-5Suspicious login

6.2 Alert

1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

— EventTrackers: i Admin-
n Home 8= Active Watch Lists [E Collection Master [ Group Management [] systems # / Dashi]
a ©) corelation €}, 1P Lookup Configuration D users
0 2 (E) Behavior Carrelation Rules Diagnostics 1 Kknowledge Objects + Weights
“p Behavior Correlation Settings ;1 Event Filters )] Manager [ windows Agent Config
::‘:f::‘ia' qwf::(‘mmuwﬂl L’;‘gﬁ?f;ﬂﬁiﬁ 7] Casebook Configuration 9] Eventvauit [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker = News
3. Inthe Search box, type Google Workspace, and then click the Go button.
Alert Management page will display the imported alert.
Forward as
Alert N; i i
O ert Name ~ Threat Active Email SNMP
O §f Google Workspace- Login failure [ ) a O O
O 8§ Google Workspacﬁ Google Workspace- Login failure L [ @] O O

4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays message box.

Successfully saved configuration.

[1Preventthis page from creating additional dialogs

5. Click OK, and thenclick the Activate Now button.

NOTE: Please specify appropriate systemin alert configuration for better performance.
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Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

LI Home §= Active Watch Lists
A Alerts
Q
0 1 (8) Behavior Correlation Rules

Potential Cyber Breaches
Unsat sens or processes, new TCP entry point

Indicators of C& | Coucoook Configuration

off Category
Attacker

% Behavior Correlation Settings %] Event Filters

[El collection Master [57 Group Management

[ systems
©) correlation €, 1P Loakup Configuratian D users
I piagnostics - Knowledge Objects - weights

[E] manager

[¥] Eventvaurt ) Parsing Rules
@' FAQ Configuration 5

&7 Report Settings
= News

] Windows Agent Config

& /Dashb

2.

knowledge object.

Knowledge Objects

Search objects Q QQ

Google Workspace &

=

B2 Heroku
B |mperva WAF
2 Infoblox DDI

B jumpCloud

B juniper NetScreen Firewall

Google Workspace

Message Signature:

Expression type
Regular Expression
Regular Exprassion

Regular Expression

Activate Now

Groups @ & M Object name Google Workspace
. Applies to Google Workspace
= Title

Event sour,
Google Wo,

(@s)kind\s+\=\s+admin#reports#activity.*

Message Exception:

Expressions

Expression 1
(?<key=\w+N\s+\=(?<value>*7) (7
(2s)(Z:typelevents)\s+\=\s+\w+.%7n

(Ps)nameis+\=\s+(? <key>\w+).*7(}

3. Click Activate Now to apply imported knowledge objects.

6.4 Report
1.

— EventTracker::

Report Configurstion
Report Dashboard

Explorer

Indicators of Compromise
USE activities, Mew senvices or software install =]

2. In Reports Configuration pane, select Defined option.

3. Click on the Google Workspace group folderto view the imported reports.
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Reports configuration: Google Workspace

Title

il Google Workspace- Login Failure

il Google Workspace- Login and Logout Activities

irl Google Workspace- Mobile Activities

O
]
O
C] il Google Workspace- Token logs
8]
]

U3 Google Workspace- Admin Activities

6.5 Dashboards

1. IntheEventTrackerwebinterface, Click on Home Button and select My Dashboard.

2. Inthe Google Workspace dashboard you will see the followingscreen.

Google Workspace: User Login by Geo-Location G
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#19 among MSSP Alert’s 2020 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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